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STATE DEPARTMENTS OF TRANSPORTATION
AND CYBERSECURITY:
Fund Now or Risk Dire Consequences

Dylan Smith®

The United States Department
of Transportation asserts that State
Departments of Transportation “are
at the heart of planning, design,
construction, and operations and
maintenance projects across all travel
modes.”! In centering on a specific
state Department of Transportation,
Texas' Department of Transportation’s
chief duties “are to delineate, build and
maintain all state highway and public
transportation systems; issue permits
for the use of heavy trucks; and reg-
ister motor vehicles.”? However, as
public transportation systems have
become increasingly complex with
the proliferation of technology, more
and more systems are being connected
to Department of Transportation
computer networks. As more systems
are intertwined with Department of
Transportation computer networks,
state Departments of Transportation
are burdened with maintaining much
more complex public transportation
systems. Without proper funding for
state Departments of Transportation
such as Texas to employ robust 1T and
cybersecurity committees (“Security
Operations Centers”) to both combat
and prevent access by cyber attackers,
the departments are at risk, which
could lead to the access of both

critical state and municipal infra-
structures and valuable data about
individuals/citizens.

Development of Departments
of Transportation

As stated both broadly and spe-
cifically above, state Departments
of Transportation have long been
centered on building and maintain-
ing projects across all travel modes,
especially  highways and public
transportation systems. However,
Departments of Transportation are
now tasked with far more than main-
taining asphalt and concrete. As
we continue to evolve and advance
into the Information Age and the
Digital Revolution, there has been a
rapid adoption of technology across
all aspects of transportation, where
Departments of Transportation are
now digitally connected with many
modes of transportation, including
but not limited to, airports, ports,
railways (including high speed rail),
buses, toll roads and soon, self-driving
automobiles. With this rapid adoption
of technology comes significant risks
for Departments of Transportation
as they are increasingly becoming
attractive targets for cyber attack-
ers. However, despite Departments
of Transportation wielding more and
more control over large transporta-
tion hubs and cyber-attacks on state
and municipal agencies on the rise,
the departments themselves have
been slow to create their own IT
departments and Security Operations
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Centers to properly protect themselves
from cyber-attacks.

Recent Cyber-attacks Reveal
State and Municipal Agencies
are Prime Targets

Cyber-attacks have been increas-
ing over the years, in both prevalence
and disruptive potential, with the
World Economic Forum now rating a
large-scale breach of cybersecurity as
one of the five most serious risks facing
the world today.> By 2021, the global
cost of cybersecurity breaches is esti-
mated to reach $6 trillion, double the
total for the year 2015.* Cyber breaches
recorded have almost doubled in five
years and the costs of cyber-attacks
are continuing to rise.’” While com-
panies may have originally been the
target for cyber attackers, it appears
a shift towards state and municipal
agencies, including Departments of
Transportation, has been taking place
in recent years due to their cyber
security vulnerabilities. Just between
February and March of this year,
cyber-attacks were reported on: (1)
Allentown, Pennsylvania’s municipal
systems and Savannah, Georgia’s gov-
ernment servers; (2) twelve different
state agencies of Connecticut in one
attack; (3) Atlanta, Georgia’s infra-
structure and computer systems; and
(4) two separate attacks on Colorado
Department of Transportation’s com-
puter system. These attacks resulted
in reactive responses due to lack of
proper cybersecurity measures in place
with millions being spent to regain
control of government systems.




Allentown, Pennsylvania and
Savannah, Georgia

The city of Allentown,
Pennsylvania’s computer systems
were infected by a malware program,
Emotet, causing the city to shut down
their municipal systems to contain
the virus.® Consequently, among other
things, Allentown’s finance depart-
ment could not complete any external
banking transactions and the police
department could not access databases
controlled by the Pennsylvania State
Police while the city assessed the dam-
age caused by the cyber-attack.” The
virus was capable of infecting all city
systems that ran Microsoft software
if it continued to spread, including
Allentown’s surveillance camera net-
work (the city has about 185 located
throughout the municipality).® It was
estimated that it would cost Allentown
around $1 million to fix the problems
caused by the cyber-attack, which did
not include the lost productivity from
the shutdown of its systems.

Likewise, a malware virus attack
occurred on the city of Savannah,
Georgia, resulting in the infection of
government servers and computers.'’
The City Hall of Savannah thankfully
took swift action to halt communica-
tions between city servers, limiting the
spread of the virus. As a result, the
attack interrupted several city services
and every individual city computer
needed to be examined to eliminate
the virus.!!

Atlanta, Georgia

As evidenced by the large scale
cyber-attack on Atlanta, Georgia,
not even capital cities/metropolises
are necessarily safe from cybercrimi-
nals depending on their cybersecurity
measures. Atlanta was victim to a
ransomware attack that crippled its
computer systems and targeted the
city’s infrastructure.!? After the cyber
attackers gained control, in order for
the city to regain access to its com-
puter systems, a ransom of $51,000
in bitcoin was demanded.’” The city
ended up entering into emergency

contracts totaling $2.7 million to help
restore the city’s computer network,
which does not even account for the
cost of the coordination of the city’s
recovery efforts or the lost produc-
tivity encountered by city employees
(could not access their computers for
days after the hack)."

Connecticut State Agencies

After the state of Connecticut’s
security monitoring system detected a
suspicious event, it was discovered that
160 computers across twelve (12) differ-
ent agencies in the state were infected
with a ransomware virus.” Like the
virus in Allentown, Pennsylvania, it
was capable of infecting all city sys-
tems that ran Microsoft software.!®
However, the discovery of the cyber-
attack resulted in the mobilization of
Connecticut’s agency IT workforce,
which worked to and did effectively
contain the spread of the ransomware
virus after the fact, still costing the
state considerable time and resources
to reCOVer.lF
Colorado Department of

Transportation

Finally, in perhaps an omen to
come to Departmentsof Transportation
across the nation unless preventa-
tive measures are taken, the Colorado
Department of Transportation was the
subject of two ransomware attacks
within a couple weeks of each other
that forced the department to shut
down more than 2,000 computers in
the immediate aftermath.’® Like the
cyber-attack on Atlanta, the cyber
attackers demanded payment in bit
coin in order for the state to recover
encrypted computer files."” Those who
were brought in to help the Colorado
Department of Transportation inves-
tigate, contain and recover files while
not succumbing to the cyber attackers’
demands included: (1) IT employ-
ees; (2) the FBI; (3) the Colorado
National Guard; (4) state emergency
operations; and (5) private compa-
nies.2® While the state of Colorado’s
backup system prevented data loss,

personal data on employee’s comput-
ers may not be recovered.” In total,
the Colorado’s Office of Information
Technology estimated that the costs
associated with the cyber-attack would
total between $1 and $1.5 million,
which only includes overtime pay and
other unexpected costs.??

However, given the interconnec-
tivity of Departments of Transportation
today which could allow cyber attack-
ers access to anything connected to
the department’s network, $1-$1.5
million in remedial damages and the
potential loss of personal data on
employee’s computers is a relatively
advantageous outcome considering
what could have happened. For exam-
ple, in 2008, a fourteen year old boy
hacked the tram system in Poland,
giving him the control to change the
tram’s track points.”?> Consequently,
the teenager caused the derailment
of four trams and injured at least a
dozen people.?* More recent and appli-
cable examples include both the San
Francisco’s light rail system® and the
Sacramento regional transit agency?®®
being the targets of cyber attackers
who subsequently demanded a ran-
som for the cities to regain control
of their mass transportation systems.
Departments of Transportation des-
perately need to increase their funding
towards cybersecurity to ensure cyber
attackers in the future cannot obtain
such control over all of the modes
of transportation that are and will
be digitally connected to the depart-
ments, especially if the cyber attackers
are looking for leverage in regards to
their demands for ransom.

Cybersecurity Funding
and Knowledge Across
Organizations

The lack of funding and dedi-
cated IT departments and Security
Operations Centers is not just a
problem unique to Departments of
Transportation and other state and
municipality agencies. Each year,
Ernst & Young conducts and produces
a Global Information Security Survey
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exploring the most important cyber-
security issues facing organization&”
This past year, Ernst & Young gath-
ered information from nearly 1,200
organization’s CIOs, CISOs and other
executives and compiled it into their
Global Information Security Survey
for 2017-2018. While these findings
deal with organizations across the
board and not just Departments of
Transportation, they highlight needs
for all organizations in regard to
cybersecurity:

e 87% of respondents said they need
up to 50% more for their cybersecu-
rity budget;

e Only 12% of respondents felt it
was very likely they would detect a
sophisticated cyber-attack;

® 48% of respondents do not have a
Security Operation Center, even
though they are becoming increas-
ingly common;

e 57% of respondents do not have, or
only have an informal, threat intel-
ligence program;

e Only 36% of Boards believe they
have sufficient cybersecurity
knowledge for effective oversight
of cyber risks;

® 89% of respondents say their cyber-
security function does not fully
meet their organization’s needs;

e Only 4% of organizations are confi-
dent that they have fully considered
the information security implica-
tions of their current strategy, and
that their risk landscape incorpo-
rates and monitors relevant cyber
threats, vulnerabilities and risks.”®

State Departments of
Transportation’s Needs
Moving Forward

Increase in Funding

As the numbers above show, orga-
nizations across the board do not
have enough funding going into their
cybersecurity budget. In order for
state Departments of Transportation
to adequately protect their vast
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infrastructure and compiled per-
sonal data from cyber attackers, more
resources must be allocated to the
funding of state IT departments and
cybersecurity. Without an increase in
funding to bolster state Departments
of Transportation’s defenses, state
Departments of Transportation will
continue to be vulnerable and only
capable of reactive responses to cyber
attackers, causing millions of dollars
of damages and placing the welfare of
the public they serve into the hands
of cyber attackers looking to obtain
ransoms from cities and states with
deep pockets.

Development of Distinct IT
Departments and Security
Operations Centers

Given the attractiveness of state
Departments of Transportation and
cyber-attack targets coupled with the
great power a cyberattacker could
wield if he or she gain access, each
state Department of Transportation
should create distinct I'T Departments
and a Security Operations Center that
only serve their cybersecurity needs. A
Security Operations Center “is a facil-
ity that houses an information security
team responsible for monitoring and
analyzing an organization’s security
posture on an ongoing basis”? A
Security Operations Center’s “goal is
to detect, analyze, and respond to
cybersecurity incidents using a combi-
nation of technology solutions and a
strong set of processes.”

A Security Operations Center,
coupled with its own distinct I'T depart-
ment, would allow state Departments
of Transportation to have indepen-
dent committees completely devoted
to protecting the departments from
cybersecurity threats, as opposed to
sharing IT and cybersecurity resources
across multiple state and munici-
pal agencies. Moreover, a Security
Operations Center would be proac-
tive in their approach to cybersecurity
threats as opposed to merely reactive.
Security Operations Centers provide
continuous monitoring and analysis
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of data activity in order to stay on top
of threats and shut them down before
they can breach an organizations sys-
tem andf/or immediately detect the
threat to severely limit the spread of
any virus.

Government Collaboration
amongst Separate, Distinct
IT Departments and Security
Operations Centers

While I believe that each state
Department  of  Transportation
should have its own independent IT
Department and Security Operations
Center, | also believe that each state I'T
Department and Security Operations
Center should work together to collab-
orate against cybersecurity threats that
they encounter. Cooperation among
the Departments of Transportation
would allow the sharing of intelli-
gence about cybersecurity threats and
solutions in order to create a benefi-
cial synergy that results in a stronger
cybersecurity defense for all. For
example, the Colorado Department
of Transportation, as noted above, was
victim to two separate cyber-attacks
at the beginning of this year. The
millions they spent in restoring their
government servers/systems and plac-
ing more robust cybersecurity measures
in place no doubt resulted in a deeper
understanding of their cybersecurity
flaws and strengths, which could be
passed to other state Departments of
Transportation for the benefit of all.

Conclusion

Our world is continuing to
become more and more connected.
Every organization’s technology infra-
structure, especially state Departments
of Transportation, are becoming more
and more complex, spanning networks
of tools and technologies and present
cybersecurity risks that could poten-
tially endanger the public at large.
To make matters even more difficulr,
cyber-attackers each year become more
and more difficult to detect, requiring
cybersecurity defenses to be sophisti-
cated and continually improving to




match the advances of cyber-attackers.
Given the rise of cyberattacks on
state and municipal agencies, it is even
more pressing that state Departments
of Transportations act now to bol-
ster their cybersecurity defenses.
In order for state Departments of
Transportation to protect their vast
critical infrastructures and personal
information, they must first and fore-
most push for and obtain a larger

budget for cybersecurity. A larger bud-
get for cybersecurity is an absolute
must, given that large-scale breaches
of cybersecurity is one of the five most
serious risks facing the world today
for organizations. State Departments
of Transportation should then use
the additional budget for cybersecu-
rity to create individual, distinct IT
Departments and Security Operations
Centers so that they can have IT and

cybersecurity professionals completely
devoted to protecting the departments
from cybersecurity threats. Lastly, state
Departments of Transportation across
the United States should collaborate
to share their knowledge and resources
to strengthen each department’s
cybersecurity so that cyber attackers
no longer view state Departments of
Transportation as easy targets for a
quick payday, ===
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